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Abstract

This docunent is an OPTIONAL extension to the Internet Printing
Protocol (IPP/1.0 and IPP/1.1). This docunent specifies 3 additional
OPTI ONAL operations for use with the Internet Printing Protocol/1.0
(IPP) and IPP/1.1. The end user, operator, and administrator Set-
Job-Attributes and Set-Printer-Attributes operations are used to

nmodi fy | PP Job objects and Printer objects, respectively. The Get-
Print er-Supported-Val ues adm ni strative operation returns val ues that
the IPP Printer will accept for setting its "xxx-supported"
attributes.
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1 Introduction

This docunent is an OPTIONAL extension to I PP/ 1.0 [ RFC2565, RFC2566]
and I PP/1.1 [ RFC2911, RFC2910]. For a description of the base | PP
docunents see Appendix C

The Internet Printing Protocol (IPP) is an application |evel protoco
that can be used for distributed printing using Internet tools and
technologies. |PP version 1.1 [RFC2911, RFC2910] focuses on end user
functionality with a few adninistrative operations included. This
docunent defines additional OPTIONAL end user, operator, and
admi ni strator Set-Job-Attributes and Set-Printer-Attributes
operations used to nodify | PP Job objects and Printer objects,
respectively. It also defines a third Get-Printer-Supported-Val ues
adm ni strator operation that returns values that the PP Printer wll
accept for setting its "xxx-supported" attributes. The Get-Printer-
Support ed- Val ues operati on MIST be supported, if the inplenentation
supports setting any "xxx-supported" Printer attributes using the
Set-Printer-Attributes operation

Nine Printer Description attributes are defined:

printer-settable-attributes-supported (1lsetOf type2 keyword)
j ob-settabl e-attributes-supported (1setO type2 keyword)
docunent -fornmat-varying-attributes (1lsetOf type2 keyword)
printer-nmessage-tinme (integer(M N MAX))
printer-nmessage-date-tine (dateTine)

printer-xri-supported (1lsetOf collection)
Xri-uri-scheme-supported (1lsetO uri Schene)
Xri-authentication-supported (1lsetOf type2 keyword)
Xri-security-supported (1lsetOf type2 keyword)

Three out-of -band val ues are defined for use with these three
operations: 'delete-attribute’ for deleting Job attributes with the
Set-Job-Attributes request, 'not-settable’ for use in either the
Set-Job-Attributes or Set-Printer-Attributes responses, and 'adm n-
define’ for use in the Get-Printer-Supported-Val ues response.

Two operation attributes: "printer-nmessage-fromoperator” (text) and
"j ob-message-fromoperator” (text) are defined to set the
corresponding IPP/1.1 Printer and Job Description attributes with the
same nanes. These operation attributes may be used with any
operation that affect the Printer or Job object for which an
operation nmight want to indicate a nessage. For the Set-Job-
Attributes and Set-Printer-Attributes operations, the client MJST
explicitly set them rather than using these operation attributes.
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A Printer inplenentation can nake the val ue of sone attributes
dependent on the document-format, e.g., "resol ution-supported"

2 Term nol ogy

This section defines term nol ogy used throughout this docunent.

2.1 Conformance Ter m nol ogy

Capitalized terms, such as MJST, MJST NOT, REQUI RED, SHOULD, SHOULD
NOT, MAY, NEED NOT, and OPTI ONAL, have special neaning relating to
conformance as defined in BCP 14, RFC 2119 [ RFC2119] and [ RFC2911]
section 12.1. If an inplenentation supports the extension defined in
this docunent, then these terns apply; otherw se, they do not. These
terns define confornmance to this docunent only; they do not affect
conformance to other docunents, unless explicitly stated otherw se

2.2 O her termnol ogy

Thi s docunent uses terns such as Job object (or Job), IPP Printer
object (or Printer), "operation", "request", response", "attributes"
"keywords", and "support". These terns have special meaning and are
defined in the nodel term nol ogy [ RFC2911], section 12.2. The
following additional terns are introduced in this docunent:

READ- ONLY: used in an attribute definition docunent to indicate that
the attribute MUST NOT be settable using an | PP protocol Set
operation. In other words, the attribute is not settable by
definition.

not -settable: an inplenentati on does not support setting an attribute
(whether or not the attribute' s definition is READ- O\NLY)

3 Requirenents and Use Cases

The follow ng requirenents and usage are intended to be net by the
specification in this docunent.

1. The end-user and the operator need a way to nodify a Job that is
in the 'pending’ or ’pending-held state.

Usage: The end-user discovers that he/she forgot to include a
print instruction, such as "finishings" = 'staple after
submitting a job. Rather than canceling the job and resubmitting
it to the sane IPP Printer, the end-user is able to nodify the job
on the IPP Printer.
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The operator needs to nodify a job because it is requesting a
particular kind of nedia for which there is no nore, but the
policy is to print the job on a conparable medi um

2. The system admi ni strator needs a way to re-configure or change the
policy of the IPP Printer renotely.

Usage: The system admini strator is adding additional naned nedi a
to the supported nedia list (setting 'nane’ values to the "nedi a-
supported" Printer attribute).

The system administrator is reducing the capability of the IPP
Printer by renoving one of the operations fromthe supported
operations list, such as Cancel -Job, because the policy is to run
the PP Printer like a public facsinile machine. After having
renoved Cancel -Job fromthe |ist of supported operations, an

adm nistrative client needs to be able to display to an

adm nistrator that the inplenentation is capable of being
reconfigured to support Cancel -Job once again.

The system adninistrator is renotely configuring the IPP Printer
after installing it, and so is replacing the Printer Description
attributes that have the out-of-band ' no-value’ val ue (see

[ RFC2911], section 4.1) with the proper val ues.

The operator is changing the nedia | oaded in the input tray, and
so is replacing the "nmedi a-ready" Job Tenplate Printer attribute
value with the proper val ues.

4 Definition of the Set operations

The Set-Printer-Attributes operations (as are all Printer operations)
are directed at Printer objects. A client MUST al ways supply the
"printer-uri" operation attribute in order to identify the correct
target of the operation. These descriptions assune all of the common
semantics of the IPP/1.1 Mbdel and Semantics docunent [RFC2911],
section 3.1.

The Set-Job-Attributes operations (as are all Job operations) are
directed at Job objects. A client MIST al ways supply sone neans of
identifying the Job object in order to identify the correct target of
the operation. That job identification MAY either be a single Job
URI or a conbination of a Printer URl with a Job ID, as defined in

[ RFC2911]. The I PP object inplenentati on MUST support both forns of
identification for every job. |If possible, a client SHOULD use the
Printer URI with a Job ID rather than a Job URI, since the 32-bit
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"job-id" is nore readily translated to and fromother print protocols
that MAY be serving as gateways into or out of the IPP

i mpl enent ati on.

The Set Printer operations are summarized in Table 1:

Table 1 - Operation-ld assignnents

Operati on Nane Operation Brief description
-ld

Set-Printer- 0x0013 Sets attribute values of the target

Attributes Printer object

Set-Job-Attributes 0x0014 Sets attribute values of the target
Job obj ect

Get-Printer- 0x0015 Gets values that are valid for

Support ed- Val ues setting "xxx-supported" attributes
using the Set-Printer-Attributes
operation

4.1 Set-Printer-Attributes Operation

This OPTIONAL operation allows a client to set the values of the

attributes of a Printer object. 1In the request, the client supplies
the set of Printer keyword attribute names and val ues that are to be
set. In the response, the Printer object returns success or rejects

the entire request with indications of which attribute or attributes
coul d not be set.

The Printer object validates the client-supplied attributes in the
Set-Printer-Attributes request. For an attribute to validate, it
MUST neet all of the follow ng rules:

1. The nunber of attributes supplied by the client MJUST NOT exceed
t he maxi num nunber that the Printer supports in a Set-Printer-
Attributes request. A Printer MJUST accept at |east one attribute,
but SHOULD accept a reasonable nunber in a single Set-Printer-
Attributes request.

Note: There is no way for the client to deternm ne the maxi num
nunber of attributes that the Printer supports in a Set-Printer-
Attributes request, except to try a reasonabl e nunber.

2. The Printer MJST support the attribute.
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3. The attribute MUST NOT be READ-ONLY, i.e., the definition of the
attribute MJUST NOT indicate that the attribute is READ-ONLY (see
Appendi x A for an indication of which IPP/1.1 attributes are
READ- ONLY)

4. The attribute MIST be settable in this inplenentation

5. The Printer MJST support the value, according to the rules defined
in Appendix A, i.e., each value of each supplied "xxx" attribute
MUST be val i dated against the value of a correspondi ng "xxx-
supported” Printer attribute. One of those rules permits an
adm nistrator to set arbitrary 'nane’ values to those "xxx-
supported" Printer attributes that include the 'nane’ attribute
syntax if the inplenmentati on supports the 'admi n-define’ out-of-
band val ue for that "xxx-supported" attribute (see section 8.3 and

Appendi x A).

6. The attribute’ s values MJST NOT conflict with the values of other
Printer attributes, including ones being set in this sane
operation.

If any of the supplied attributes are not validate, the Printer
object MIST reject the entire operation; the Printer object MJST NOT
partially set sone of the supplied attributes. In other words, after
the operation, all the supplied attributes MJST be set or none of
them MUST be set, thus nmaking the Set-Printer-Attributes an atomic
operati on.

The Printer MJST accept this operation when its READ-ONLY "printer-
state" attribute (see [ RFC2911], section 4.4.11) is 'idle or
"stopped’, and SHOULD accept it when the value is 'processing’. The
Printer MUST accept this operation for any of the values of the
Printer object’s READ-ONLY "printer-state-reasons" and "printer-is-
accepting-jobs" attributes, unless explicitly defined otherwi se in
the definition of these attributes’ val ues.

Thi s operation MJST NOT change the value of attributes not specified
in the operation unless the definition of the attribute explicitly
specifies such side-effects. For exanple, this docunment explicitly
specifies that when this operation sets "printer-nmessage-from
operator"”, the Printer also MIST set the READ-ONLY "pri nter-nmessage-
tinme" and READ-ONLY "printer-nessage-date-tinme" attributes to the
time of the operation as a side effect. |In particular, if this
operation changes an "xxx-default" attribute, the new val ue MJST be
in the "xxx-supported" attributes or the request MJST contain a new
val ue for "xxx-supported”, which contains the new value for the
"xxx-default". Oherwi se, the Printer MIST reject the operation. In
general, Printer attribute definitions that are settable will not
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define side-effects on other attributes that are settable, only side
ef fects on READ-ONLY attributes, if any.

4.1.1 Settabl e and READ- ONLY Printer Description attributes

If the Printer supports the Set-Printer-Attributes operation, then it
SHOULD support the setting of:

all Job Tenmplate Default ("xxx-default") attributes
all Job Tenpl ate Supported ("xxx-supported") attributes
all Job Tenpl ate Ready ("xxx-ready") attributes

that the inplenentation supports (see [RFC2911] section 4.2 and
ext ensi ons).

Some Printer Description attributes (see [RFC2911] section 4.4) MJST
NOT be settable, i.e., they are defined to be READ-ONLY. An
attribute marked as "READ-ONLY" in the Printer Description attribute
table in Appendix A is such an attribute. The Printer attributes
that are not marked as "READ- ONLY" MAY be settable using the Set-
Printer-Attributes operation, depending on inplenentation.

Note: From now on, all extensions that define new object attributes
will indicate whether or not the attributes are READ-ONLY, by

i ncluding the "READ- ONLY" adjective in their descriptions and/or
explicitly stating whether they MAY be settable

The current val ues of each "xxx-supported” Printer attribute MJST
reflect the current policy for support of the correspondi ng "xxx"

attribute. If an "xxx-supported" Printer attribute is settable in an
i mpl enentation, then its value(s) MJST affect the behavior of the
i mpl enentation. |If an "xxx-supported" Printer attribute is defined

to be READ-ONLY or is not-settable in an inplementation, then its
val ues MJUST NOT be settable using the Set-Printer-Attributes
operation. Consider the foll ow ng exanpl es:

For exanple, if the "operations-supported" Printer Description
attribute (see [RFC2911] section 4.4.15) is settable in a
particul ar inplenmentation, then changing its value with a Set-
Printer-Attributes operation MIST affect the operations that the
i npl enent ati on accepts or rejects. Such an inplenentation will
need to be able to reject values for operations that it contains
no code support for (see section 4.3). |f the "operations-
supported" Printer Description attribute is not settable in a
particul ar inplenentation, then that inplenmentation MIST reject an
attenpt to set it with a Set-Printer-Attributes operation, return
the "client-error-attributes-not-settable status code (see
section 7.1), and return the "operations-supported" attribute,
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with the out-of-band 'not-settable’ value in the Unsupported
Attributes G oup.

As anot her exanpl e, consider an inplenentation in which the

"nmedi a-default” and "nedi a-supported” are settable. |If a client
supplies a Set-Printer-Attributes request that contains the

"medi a-defaul t" attribute with a value that is not a menber of the
Printer’s "medi a-supported" attribute, the Printer MJST reject the
request and return the "client-error-conflicting-attributes"”
status code with the "nedia-default” and "nedi a- support ed"
attributes and their values (see [ RFC2911] section 3.1.7).

As a third exanple, if a client supplies a Set-Printer-Attributes
request that contains both the "media-default"” and the "nmedia-
supported" attributes, but includes a value in the "nmedi a-defaul t"
that is not a nenber of the supplied "nmedi a-supported" attribute,
the Printer MJUST reject the request and return the "client-error-
conflicting-attributes" status code with the "nedi a-default" and
"medi a- supported” attributes and their val ues (see [ RFC2911]
section 3.1.7).

Access Rights: The authenticated user (see [RFC2911] section 8.3)
performng this operation nust be an operator or adm nistrator of the
Printer object (see [RFC2911] Sections 1 and 8.5). Mbst Printer
attributes will require adninistrator access rights to set, such as
"xxx-supported", while sone will require operator access rights only,
such as "nedi a-ready" and "printer-nessage-fromoperator”. Wich
attributes require which access rights depends on inpl enmentati on, and
MAY depend on site policy.

4.1.2 Set-Printer-Attributes Request

The following sets of attributes are part of the Set-Printer-
Attributes Request:

Group 1: Operation Attributes

Nat ural Language and Character Set:
The "attributes-charset"” and "attri butes-natural -1 anguage"
attributes, as described in [RFC2911], section 3.1.4.1

Tar get :
The "printer-uri™ (uri) operation attribute, which is the
target for this operation, as described in [RFC2911], section
3.1.5.
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Requesting User Nane:
The "requesting-user-nanme" (name(MAX)) attribute SHOULD be
supplied by the client, as described in [ RFC2911], section 8. 3.

"docunent-format” (m nmeMedi aType):
The client OPTIONALLY supplies this attribute. The Printer
obj ect MUST support this attribute. This attribute is usefu
for a client to select the docunment-format to which the
attribute nodification should be applied. A Printer
i mpl ement ati on MAY all ow sonme attributes to have different
val ues for each document format that it supports. See
[ RFC2911], section 3.2.5.1 "Get-Printer-Attributes Request".

If the client includes this attribute, the Printer MJST change
the supplied attributes for the docunment format specified by
this attribute. |If a supplied attribute is a nmenber of the
"docunent -format -varying-attributes” (i.e., the attribute

vari es by docunent format, see section 6.3), the Printer MJST
change the supplied attribute for the docunent format specified
by this attribute, but not for other docunent formats. |If a
supplied attribute isn’t a nenber of the "docunent-fornat-
varying-attributes" (i.e., it doesn’'t vary by docunent fornmat),
the Printer MJST change the supplied attribute for all docunent
formats.

If the client omits this attribute, the Printer MJST change the
supplied attributes for all docunent formats, whether or not
they vary by docunent-format.

If the client supplies a value for the "docunent-formt"
Qperation attribute, that is either "application/octet-strean
or not supported by the Printer, i.e., is not anong the val ues
of the Printer object’s "docunent-format-supported" attribute,
the Printer object MJST reject the operation and return the
"client-error-docunent-format-not-supported status code.

Not e: the docunent-fornat ’application/octet-streami is the
uni on of several document-formats (see [ RFC2911] section
3.2.5.1, Get-Printer-Attributes) and is not a true docunent-
format.

Group 2: Printer Attributes

The client MUST supply a set of Printer attributes with one or
nore val ues (including explicitly allowed out-of-band val ues) as
defined in [ RFC2911] section 4.2 Job Tenplate Attributes ("xxx-
default", "xxx-supported", and "xxx-ready" attributes), section
4.4 Printer Description Attributes, and any attribute extensions
supported by the Printer. The value(s) of each Printer attribute
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supplied in Goup 2 replaces the value(s) of the corresponding
Printer attribute on the target Printer object. For attributes
that can have nultiple values (1setOf), all values supplied by the
client replace all values of the corresponding Printer object
attribute. If a Printer object attribute had not yet been
configured, and so assuned the ’'no-val ue’ out-of-band val ue (see

[ RFC2911] section 4.1), the supplied value(s) replaces the 'no-

val ue’ val ue.

4.1.3 Set-Printer-Attributes Response

The Printer object returns the following sets of attributes as part
of the Get-Printer-Attributes Response:

Group 1: Operation Attributes

St at us Message
In addition to the REQUI RED status code returned in every
response, the response OPTIONALLY includes a "status-nmessage"”
(text(255)) and/or a "detail ed-status-nessage" (text(MAX))
operation attribute, as described in [RFC2911] sections 3.1.6
and 13.

Nat ural Language and Character Set:
The "attributes-charset"” and "attributes-natural-1anguage"
attributes, as described in [RFC2911], section 3.1.4.2.

Group 2: Unsupported Attributes

See [ RFC2911], section 3.1.7, for details on returning Unsupported
Attributes.

If sone of the attributes in the operation fail to validate, the
Printer MUST reject the operation, MJST NOT change any Printer
attributes, and MJST return the indicated status code below. In
this group, the Printer MUST also return all attributes that fai
to validate. The following are the reasons that an attribute
fails to validate and the value returns for the attribute, along
with the indicated status code and order of detection

1. The nunmber of attributes supplied by the client exceeds the
maxi mum nunber that the Printer supports in a Set-Printer-
Attributes request: return the "client-error-request-entity-
too-large’ (see [ RFC2911], section 13.1.4.9).
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2. The Printer doesn't support the attribute: return the attribute
with the "out-of-band" val ue 'unsupported (see [RFC2911]
section 3.1.7 and [RFC2910]) and the 'client-error-attributes-
or-val ues-not - supported (see [RFC2911], section 13.1.4.12).

3. The attribute is either READ-ONLY (in its definition) or is
not-settable in this inplenmentation: return the attribute with
t he "out-of-band" value 'not-settable’ (see section 8.1) and
the "client-error-attributes-not-settable’ status code (see
section 7.1).

4. The Printer doesn't support the value: if the attribute in the
operation has a single value, returnit. |If the attribute in
the operation is nulti-valued, return only those values in a
1set OF that are not supported. Return the 'client-error-
attributes-or-val ues-not-supported’ status code (see [ RFC2911],
section 13.1.4.12).

5. The val ues of sone of the supplied attributes conflict with one
anot her and/or other Printer attribute values not being set: if
the conflicting attribute in the operation has a single val ue,
return the attribute and the value. |If the attribute in the
operation is multi-valued, return only the attribute and those
values in a 1setOf that are conflicting with other attributes.
Return the "client-error-conflicting-attributes’ status code
(see [ RFC2911], section 13.1.4.15).

4.2 Set-Job-Attributes Operation

This OPTIONAL operation allows a client to set the values of the
attributes of a Job object. |In the request, the client supplies the
set of Job keyword attribute nanmes and values that are to be set. In
the response, the | PP object returns success or rejects the entire
request with indications of which attribute or attributes could not
be set.

This operation is alnost identical to the Set-Printer-Attributes
operation and follows the sanme rules for validation (see section
4.1). The only differences are that the Set-Job-Attributes operation
is directed at a Job object rather than a Printer object, there is no
"docunment-format" operation attribute used when setting a Job object,
the operation can add an attribute to the (Job) object, the ’'delete-
attributes’ out-of-band value is pernmitted to renove an attribute,
and the validation is the same as the Job Creation operations
(Print-Job, Print-URI, and Create-Job), i.e., depends on the "xxx-
supported" Printer Description attributes (see [RFC2911] section
3.1). Using the Set-Printer-Attributes operation, the adm nistrator
can set arbitrary 'nane’ values to those "xxx-supported" Printer
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attributes, that include the "nane’ attribute syntax, if the

i mpl ement ati on supports the ’adm n-define out-of-band value for that
"xXxx-supported" attribute (see section 8.3 and Appendi x A). However,
the Set-Job-Attributes cannot be used to add unsupported names to the
Job obj ect.

If aclient supplies a job attribute in a Set-Job-Attributes request
that the Printer supports, and the job was originally submtted

wi t hout supplying that attribute, the Printer adds the attribute to
the Job object.

If the client supplies a job attribute with the "out-of-band" val ue
"del ete-attribute’ (see section 8.2), then the Printer MJST renove
the attribute and all of its values fromthe Job object, if present.
The senmantic effect of the client supplying the 'delete-attribute’
value in a Set-Job-Attributes operation MIST be the sane as if the
attribute had not been supplied with the Job object in the Job
Creation operation, i.e., the Printer applies its default attribute
or behavior with | ower precedence that the PDL (see the begi nning of
[ RFC2911] section 4.2 and [RFC2911] 3.2.1.1). Any subsequent query
of the Job object using Get-Job-Attributes or Get-Jobs, MJST NOT
return any attribute that has been del eted using the ’'delete-
attribute’ out-of-band value. However, a client can re-establish
such a deleted Job attribute with any supported val ue(s), using a
subsequent Set-Job-Attributes operation

If the client supplies an attribute in a Set-Job-Attributes request
with the "delete-attribute’ value and that attribute is not present
on the Job object, the Printer ignores that supplied attribute in the
request, does not return the attribute in the Unsupported Attributes
group, and returns the ’'successful-ok’ status code, if there are no
ot her problenms with the request.

The validation of the Set-Job-Attributes request is perforned by the
Printer as if the job had been subnmitted originally with the new
attribute values (and the deleted attributes renoved) and with "i pp-

attribute-fidelity" set to 'true’, i.e., all nodified attributes Job
attributes and val ues MJUST be supported in conmbination with the Job
attributes not nodified. |If such a Job Creation operation would have

been accepted, then the Set-Job-Attributes MJST be accepted. |If such
a Job Creation operation would have been rejected, then the Set-Job-
Attributes MUST be rejected and the Job MJST be unchanged. In
addition, if any of the supplied attributes are not supported, are
not settable, or the values are not supported, the Printer object
MUST reject the entire operation; the Printer object MJST NOT
partially set some of the supplied attributes. |In other words, after
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the operation, all the supplied attributes MJST be set or none of
t hem MUST be set, thus making the Set-Job-Attributes an atonic
operation.

The | PP obj ect MJUST accept or reject this operation when the Job’s
READ- ONLY "job-state" attribute has the values shown in Table 2. The
job’s current state MUST affect whether the | PP object accepts or
rejects the request. For exanple, in the case where the operation
creates a request for unavail able resources, the Job transitions to a
new state. Table 2 shows the all owed behaviors in each job state and
the transitions.

Table 2 - Job State Transition Table for the Set-Job-Attributes

operation
Current New | PP object’s response status code
"job-state" "job-state" and "action":
" pendi ng’ " pendi ng’ "successful - ok
" pendi ng’ " pendi ng-hel d’ ' successful -ok’ - needed resources

are not ready

' pendi ng- hel d’ " pendi ng-hel d” ' successful - ok

" pendi ng- hel d’ " pendi ng’ "successful -ok’ - needed resources
are ready

" processing’ " processing’ "successful-ok’ or 'client-error-

not - possi bl e’ dependi ng on

i mpl ement ation, including the
attributes being set, whether the
job has started marking nmedia,

etc.
' processi ng- ' processi ng- "successful-ok’ or 'client-error-
st opped’ st opped’ not - possi bl e’ dependi ng on

i mpl emrent ation, including the
attributes being set, whether the
job has started marking nmedi a,

etc.
"conpl et ed’ "conpl et ed’ "client-error-not-possible’
" cancel ed’ " cancel ed’ "client-error-not-possible’
"aborted’ "aborted’ "client-error-not-possible’
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Thi s operation MJST NOT change the value of attributes not specified
in the operation unless the definition of the attribute explicitly
specifies such side-effects. In general, Job attribute definitions
that are settable will not define side-effects on other attributes
that are settable, only side effects on READ-ONLY attributes, if any.

4.2.1 Settable and READ- ONLY Job Description attributes

If the Printer supports the "job-nmessage-from operator” Job
Description attribute (see [ RFC2911] section 4.3.16) and the client
explicitly supplies a new value for the "job-nmessage-from operator”
Job Description attribute in Goup 2 in the Set-Job-Attributes
request, then the Printer MJUST set the "job-nessage-from operator"
Job Description attribute to this new val ue.

If the Printer supports the Set-Job-Attributes operation, then it
SHOULD support the setting of:

all Job Tenplate job ("xxx") attributes

that the inplenentation supports (see [RFC2911] section 4.2 and
ext ensi ons).

Sonme Job Description attributes (see [ RFC2911] section 4.3) MJST NOT
be settable, i.e., they are defined to be READ-ONLY. An attribute
mar ked as "READ-ONLY" in the Job Description attribute table in
Appendi x A is such an attribute. The Job attributes not marked as
"READ- ONLY" MAY be settable using the Set-Job-Attributes operation
dependi ng on inpl enentati on.

Note: From now on, all extensions that define new object attributes
will indicate whether or not the attributes are READ- O\LY, by

i ncludi ng the "READ- ONLY" adjective in their descriptions and/or
explicitly stating whether they MAY be settable

Access Rights: The authenticated user (see [RFC2911] section 8.3)
performng this operation nust either be the job owner (as determ ned
in the Job Creation operation) or an operator or adm nistrator of the
Printer object (see [RFC2911] Sections 1 and 8.5).
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4.2.2 Set-Job-Attributes Request

The following sets of attributes are part of the Set-Job-Attributes
Request :

Group 1: Operation Attributes

Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage"
attributes as described in [ RFC2911], section 3.1.4.1

Tar get:
Either (1) the "printer-uri" (uri) plus "job-id"
(integer(1: MAX)) or (2) the "job-uri"™ (uri) operation
attribute(s), which defines the target for this operation as
described in [RFC2911], section 3.1.5.

Requesting User Nane:
The "requesting-user-nanme" (name(MAX)) attribute SHOULD be
supplied by the client, as described in [ RFC2911], section 8. 3.

Group 2: Job Attributes

The client MUST supply a set of Job attributes with one or nore
val ues (including explicitly allowed out-of-band val ues) as
defined in [ RFC2911], section 4.2, Job Tenplate Attributes ("xxx"
attributes), section 4.3, Job Description Attributes, and any
attribute extensions supported by the Printer. The val ue(s) of
each Job attribute supplied in Goup 2 replaces the value(s) of
the corresponding Job attribute on the target Job object. For
attributes that can have nultiple values (1setOf), all val ues
supplied by the client replace all values of the correspondi ng Job
obj ect attribute.

If the client supplies an "xxx" attribute with the ’delete-

attribute’ out-of-band value (see section 8.2), the Printer MJST
renove the "xxx" attribute fromthe Job object, if present.
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4.2.3 Set-Job-Attributes Response

The |1 PP object returns the followi ng sets of attributes as part of
the Set-Job-Attributes Response:

Group 1: Operation Attributes

St at us Message:
In addition to the REQUI RED status code returned in every
response, the response OPTIONALLY includes a "status-nmessage"
(text(255)) and/or a "detail ed-status-nessage” (text(MAX))
operation attribute as described in [RFC2911], sections 3.1.6
and 13.

Nat ural Language and Character Set:
The "attributes-charset” and "attri butes-natural -1 anguage”
attributes as described in [ RFC2911], section 3.1.4.2.

Group 2: Unsupported Attributes

See [ RFC2911], section 3.1.7, for details on returning Unsupported
Attributes.

If sonme of the attributes in the operation fail to validate, the
Printer MUST reject the operation, MJST NOT change any Job
attributes, and MJUST return the indicated status code below In
this group, the Printer MIUST also return all attributes that fai
to validate. The following are the reasons that an attribute
fails to validate and the value returns for the attribute, along
with the indicated status code and order of detection

1. The nunber of attributes supplied by the client exceeds the
maxi mum nunber that the Printer supports in a Set-Printer-
Attributes request: return the 'client-error-request-entity-
too-large’ (see [ RFC2911], section 13.1.4.9).

2. The Printer doesn't support the attribute: return the attribute
with the 'unsupported’ out-of-band attribute value (see
[ RFC2911], section 3.1.7 and [RFC2910]) and the 'client-error-
attribut es-or-val ues-not-supported (see [ RFC2911], section
13.1.4.12).

3. The attribute is READ-ONLY (in its definition) or is not-
settable in this inplenentation: return the attribute with the
"not-settable’ out-of-band attribute value (see section 8.1)
and the "client-error-attributes-not-settable’ status code (see
section 7.1).
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4. The Printer doesn't support the value: if the attribute in the
operation has a single value return it. |If the attribute in
the operation is nulti-valued, return only those values in a
1set OF that are not supported. Return the 'client-error-
attributes-or-val ues-not-supported’ status code (see [ RFC2911],
section 13.1.4.12).

5. The val ues of sone of the supplied attributes conflict with one

anot her and/or other Job attribute values not being set: if
the conflicting attribute in the operation has a single val ue,
return the attribute and the value. |If the attribute in the

operation is nmulti-valued, return only the attribute and those
values in a 1setOf that are conflicting with other attributes.
Return the '"client-error-conflicting-attributes’ status code
(see [RFC2911],y section 13.1.4.15).

4.3 Get-Printer-Supported-Val ues Qperation

This OPTIONAL operation allows a client to request the val ues that
the Printer allows in the Set-Printer-Attributes operation for "xxx-
supported" attributes. |If the Printer supports the Set-Printer-
Attributes operation AND sone of its "xxx-supported" Printer
attributes are settable, then the Printer MIJST al so support this
operation.

The Printer MJUST return in the Get-Printer-Supported-Val ues response,
those, and only those, "xxx-supported" Printer attributes that it
supports setting with the Set-Printer-Attributes operation
Furthernore, if a client requests the value of an attribute that is
not settable or is not supported (as in the Get-Printer-Attributes
response), the Unsupported Attributes G oup of the response NEED NOT
contain the "requested-attributes" operation attribute with any such
requested (attribute keyword) val ues.

This operation has identical request/response attributes to the Get-
Printer-Attributes operation in IPP/1.1 [RFC2911]. The operation

al so behaves identically to the Get-Printer-Attributes operation in
I PP/ 1.1 [RFC2911], with the follow ng exceptions:

1. The Get-Printer-Supported-Val ues operation supports only "xxx-
supported" attri butes.

2. The Get-Printer-Attributes operation returns the few "xxx-
supported" attributes that are defined to be single valued, such
as "page-ranges-supported" (bool ean) or "pdl-override-supported”
(type2 keyword), as single values, while Get-Printer-Supported-
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Val ues returns the possible values that can be set as a lsetOf of
the sane attribute syntax type (See Appendi x B: Attributes
returned from Get-Printer-Supported- Val ues).

3. The Get-Printer-Attributes operation returns the current val ues of
requested attributes, while the Get-Printer-Supported- Val ues
operation returns the values that are inherently supported by the
i mpl enentation code, i.e., the values that an adninistrative
client can set in a Set-Printer-Attributes request.

4. The Get-Printer-Attributes operation returns the current val ues of
requested "xxx-supported" attributes that the Printer is
configured to accept in Job Creation operations, including
addi ti onal val ues defined by the adm nistrator, while the Get-
Printer-Supported-Val ues operation returns only the val ues of
"XXX-supported" attributes that are inherently supported by the
i npl enment ati on and does not return any additional val ues defined
by the admi nistrator, where the inplenentation supports the
"adm n-define’ out-of-band val ue.

5. The Get-Printer-Attributes never returns the ’'adnin-define’ out-
of -band attribute value, while the Get-Printer-Supported-
Attributes operation does, if the inplenmentation allows the
adm nistrator to define nane values by setting that "xxx-
supported" attribute with any 'nane’ val ue(s).

6. The Get-Printer-Attributes operation only requires end-user access
rights, while the Get-Printer-Supported-Val ues requires
adm ni strator access rights.

Access Rights: The authenticated user (see [ RFC2911], section 8.3)
performng this operation nust be an adninistrator of the Printer
obj ect (see [RFC2911], Sections 1 and 8.5).

4.3.1 Definition of the usage of the ’adm n-define’ out-of-band
attribute val ue

If the Set-Printer-Attributes operation allows the System
Adnministrator to define arbitrary 'nane’ values for an "xxx-
supported" attribute, then the Get-Printer-Supported-Val ues operation
MUST return the 'adm n-define’ out-of-band attribute value (see
section 8.3) as one of the values of the "xxx-supported" attribute.
In other words, the 'admin-define’ out-of-band attribute val ue
indicates that the Printer inplenentation supports clients setting
arbitrary 'nane’ attribute syntax values for that "xxx-supported"
attribute using the Set-Printer-Attributes operation, as long as the
attribute is defined with the "name’ attribute syntax.
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For exanple, if the Get-Printer-Supported-Val ues operation returns
several keywords as the value of the "nedia-supported" attribute,
then the Set-Printer-Attributes operati on MIST accept any of these
keywords as val ues for the "nedia-supported" attribute. If the Get-
Print er - Support ed- Val ues operation returns an ’adm n-define out-of-
band attri bute value as one of the values of the "nedi a- supported"
attribute, then the Set-Printer-Attributes operati on MJST accept any
val ue whose attribute syntax is 'nane’, as a value for the "nedi a-
supported" attribute (provided that the user is properly

aut henticated to use the Set-Printer-Attributes operation, e.g., has
adm ni strative access rights).

The Get-Printer-Supported-Values MAY return the ’'adm n-define’ out-
of -band attribute value for any IPP/1.1 or extension Job Tenpl ate
attribute if the inplenentation supports allow ng the System

Adm nistrator to add values to the "xxx-supported"” attribute using
the Set-Printer-Attributes operation. |In this case, the Printer MJST
accept any 'nane’ value of the correct attribute syntax in a Set-
Printer-Attributes operation that is setting that attribute. For
"XxXX-supported" attributes that are defined with a choice of
attribute syntaxes, such as 'keyword | nane’, it is the 'nane’
attribute syntax that the System Adm nistrator can use to add new
val ues, not the ’keyword' attribute syntax. For IPP/1.1, this
requi renent includes the followi ng Job Tenplate attri butes:

medi a- support ed
j ob-hol d-until - supported
j ob- sheet s- supported

| npl enent ati ons that support additional Job Tenplate attributes that
include the 'nane’ attribute syntax, MAY use the ’adni n-define’ out-
of - band val ue with them

If the *adm n-define’ out-of-band attribute value is not one of the
val ues of an "xxx-supported" attribute returned in a Get-Printer-
Support ed- Val ues response, then the Printer MJUST NOT allow the Set-
Printer-Attributes operation for that attribute to contain a val ue
that is not one of the explicit ’keyword or 'nane’ val ues returned
in a Get-Printer-Supported-Val ues response.

See Appendi x B: Attributes returned from Get-Printer-Supported- Val ues
for a full list of values returned by this operation
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5 New Operation attributes

This section defines new operation attributes for use with the

I PP/ 1.1 operations indicated. As new operations are defined, they
will also indicate explicitly whether these operation attributes are
defined for use with them

5.1 printer-nessage-fromoperator (text(127))

The Printer SHOULD support this Operation attribute in follow ng
operations if it supports the correspondi ng "printer-nmessage-from
operator” Printer Description attribute.

Pause- Pri nter
Resune-Printer
Pur ge- Jobs

The client OPTIONALLY supplies this Qperation attribute in the above
operations. The value of this attribute is a nessage fromthe
operator about the Printer object on which the operator is performning
the operation. |If this operation attribute is supported, the Printer
copies the value to its "printer-nmessage-fromoperator” Printer
Description attribute (see [ RFC2911], section 4.4.25), even if this
Qperation attribute is a zero-length text value or consists solely of
whi te space

If the Printer supports this operation attribute, it MJST support
both a zero-length text value and the ’'no-value’ out-of-band val ue
(see [ RFC2911] section 4.1) to indicate that the operator has sent no

message. In this case, the Printer sets the value of the "printer-
message-fromoperator” to the zero-length value or 'no-value’ out-
of - band val ue, respectively. |If the client queries the "printer-

nmessage-fromoperator” Printer attribute, the Printer returns the
attribute with the zero-length value or the ’'no-val ue’ val ue,
respectively.

In addition, the Printer autonatically copies:

1. the value of its "printer-up-tinme" attribute (see [ RFC2911],
section 4.4.29) to its "printer-nessage-tinme" attribute,

2. the value of its printer-current-tine" (dateTine) attribute (see

[ RFC2911], section 4.4.30) to its "printer-nessage-date-tine"
attribute, if supported.
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If the client omits this operation attribute, the Printer does not
change the value of its "printer-nmessage-fromoperator”, "printer-
nmessage-tine" and "printer-nmessage-date-tinme" Printer Description
attributes.

The "printer-nessage-fromoperator” operation attribute MIUST NOT be
supported as an operation attribute for the Set-Printer-Attributes
operation. |If the operator wants to set the Printer’'s "printer-
nmessage-fromoperator” Printer Description attribute when issuing the
Set-Printer-Attributes operation, the client supplies the "printer-
message-fromoperator™ explicitly with its new value as one of the
Printer Description attributes in Goup 2 in the request; the Printer
al so updates its "printer-nessage-tine" and "printer-nmessage- dat e-
time" Printer Description attributes. |If the client does not
explicitly supply the "printer-nmessage-fromoperator” with its new
value in the Set-Printer-Attributes request, the Printer |eaves the
value of the Printer’s "printer-nessage-fromoperator” Printer
Description attribute unchanged.

5.2 j ob-nmessage-from operator (text(127))

The Printer SHOULD support this Operation attribute in follow ng
operations if it supports the corresponding "job-nmessage-from
operator" Job Description attribute.

Cancel - Job
Hol d- Job

Rel ease-Job
Restart-Job

The client OPTIONALLY supplies this attribute in the above
operations. The value of this attribute is a nessage fromthe
operator about the Job object on which the operator has just
performed an operation. |If supported, the Printer copies the val ue
to the Job’s "job-nmessage-from operator” Job Description attribute
(see [ RFC2911], section 4.3.16) (even if this Operation attribute is
a zero-length text value or consists solely of white space).

If the Printer supports this operation attribute, it MJST support
both a zero-length text value and the ’'no-value’ out-of-band val ue
(see [ RFC2911], section 4.1), to indicate that the operator has sent

no nessage. In this case, the Printer sets the value of the "job-
message-fromoperator” to the zero-length value or 'no-value’ out-
of - band val ue, respectively. |If the client queries the "job-

nmessage-fromoperator” Job attribute, the I PP object returns the
attribute with the zero-length value or the ’'no-val ue’ val ue,
respectively.
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If the client omits this attribute, the Printer does not change the
val ue of its "job-nmessage-fromoperator" Job Description attribute.

Note: There are no correspondi ng 'job-nmessage-tinme" and "j ob-
message-date-tine" Job Description attributes, since the usua
lifetine of ajob is linmted.

The "j ob-nessage-fromoperator" operation attribute MIUST NOT be
supported as an operation attribute for the Set-Job-Attributes
operation. |If the operator wants to set the Job’s "job-nessage-
fromoperator” Job Description attribute when issuing the Set-Job-
Attributes operation, the client MJST supply the "job-nmessage-from
operator” with its new value as one of the Job Description attributes
in Goup 2 in the request. Oherwi se, the Printer |eaves the val ue
of the Job’s "job-nmessage-fromoperator” Job Description attribute
unchanged by not explicitly setting the attribute. |If the client
does not explicitly supply the "job-nmessage-fromoperator”™ with its
new value in the Set-Job-Attributes request, the Printer |eaves the
val ue of the Job’s "job-nessage-fromoperator" Job Description
attribute unchanged.

6 New Printer Description Attributes

The following new Printer Description attributes are needed to
support the new operations defined in this docunent.

6.1 printer-settable-attributes-supported (1lsetOf type2 keyword)

Thi s REQUI RED READ- ONLY Printer Description attribute identifies the
Printer object attributes that are settable in this inplenentation,
i.e., that are settable using the Set-Printer-Attributes operations
(see section 4.1). This attribute MJST be supported if the Set-
Printer-Attributes operations is supported. The Printer MJST reject
attenpts to set any Printer attributes that are not one of the val ues
of this attribute, returning the 'client-error-attributes-not-
settabl e’ status code (see section 7.1). The value of this attribute
MAY depend on the val ue of the "docunent-format" operation attribute
supplied in the Get-Printer-Attributes operation (see [ RFC2911],
section 3.2.5.1).

St andard keyword val ues are:
"none’ . There are no settable Printer attributes.

"xxx':  Where 'xxx' is any of the keyword attribute nanes all owed
by section 4.1.1.
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6.2 job-settable-attributes-supported (1setOF type2 keyword)

Thi s REQUI RED READ- ONLY Printer Description attribute identifies the
Job object attributes that are settable in this inplenentation, i.e.
that are settable using the Set-Job-Attributes operation (see section
4.2). This attribute MIST be supported if the Set-Job-Attributes
operations are supported. The Printer MJST reject attenpts to set
any Job attributes that are not one of the values of this attribute,
returning the "client-error-attributes-not-settable’ status code (see
section 7.1).

St andard keyword val ues are:

"none’ : There are no settable Job attributes.
"xxx':  Where 'xxx’ is any of the keyword attribute nanes all owed
by section 4.2.1.

6.3 docunent-format-varying-attributes (1lsetOf type2 keyword)

This OPTI ONAL READ- ONLY Printer Description attribute contains a set
of attribute name keywords. This attribute SHOULD be supported by a
Printer object if the Printer object has Printer attributes whose
val ue vary dependi ng on docunent format (see [RFC2911], Get-Printer-
Attributes operation). This attribute specifies which attribute

val ues can vary by docunent-format. |If an attribute s nane, "xxx",
is a menber of this attribute and the value of attribute "xxx" is
changed with the Set-Printer-Attributes operation that included the
"document-format" operation attribute, then the Printer MJST change
the value for the specified docunent format and no ot her docunent
formats (see section 4.1.2). |If an attribute’s nane, "xxx", is not a
menber of this attribute and the value of attribute "xxx" is changed
with the Set-Printer-Attributes operation, then the attribute is
changed for all docunent formats (whether or not the client supplied
the "docunent-format" operation attribute).

6.4 printer-nessage-tine (integer(MN MAX))

This OPTI ONAL READ- ONLY Printer Description attribute contains the
time that the Printer’s "printer-nmessage-fromoperator" was changed
by the operator using any operation where the client supplied the
"printer-nessage-fromoperator” operation attribute (see section 5.1)
or was explicitly set using the Set-Printer-Attributes operation (see
section 4.1). This attribute allows the users to know when the
"printer-message-fromoperator” Printer Description attribute was

| ast set.
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The Printer sets the value of this attribute by copying the val ue of
the Printer’s "printer-up-tinme" attribute (see [ RFC2911], section
4.3.14). If the Printer resets its "printer-up-tine" attribute to 1
on power-up, then it MJST change the value of the "printer-nessage-
time" to O or a negative nunber as specified in [ RFC2911], section
4.3.14.

Note: This attribute hel ps users better understand the context for
the "printer-nmessage-from operator" nessage.

6.5 printer-nessage-date-tine (dateTine)

This OPTI ONAL READ- ONLY Printer Description attribute contains the
date and time that the Printer’s "printer-nmessage-fromoperator" was
changed by the operator, using any operation where the client
supplied the "printer-nessage-fromoperator"” operation attribute (see
section 5.1) or was explicitly set using the Set-Printer-Attributes
operation (see section 4.1). This attribute allows the users to know
when the "printer-nmessage-fromoperator” Printer Description
attribute was | ast set.

This attribute MIST be supported if the Printer supports both the
"printer-nessage-tinme" and the "printer-current-tinme" (dateTine)
attributes (see [ RFC2911], section 4.4.30).

Note: This attribute hel ps users better understand the context for
the "printer-nmessage-from operator" nessage.

6.6 printer-xri-supported (1lsetO collection)

This OPTIONAL Printer Description attribute is a nulti-val ued
attribute where each value has the 'collection’ attribute syntax (see
[ RFC3382]), containing nenber attributes with the sane semantics as
the following I1PP/1.1 READ-ONLY Printer Description attributes,

except for cardinality:

printer-uri-supported (lsetOf wuri)

- see [ RFC2911], section 4.4.1
uri-authentication-supported (1lsetOf type2 keyword)

- see [RFC2911], section 4.4.2.
uri-security-supported (1lsetOr type2 keyword)

- see [RFC2911], section 4.4.3.

Wien setting the "printer-xri-supported" attribute with a Set-

Printer-Attributes request, the Printer MIUST al so set these three
| PP/ 1.1 READ-ONLY Printer Description attributes as a defined side
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effect. Thus, this collection attribute provides the neans to set
these three PP/ 1.1 READ-ONLY attributes atomically so that they are
never left in a partially inconsistent state.

An I PP Printer MIUST NOT provide any other way, using |IPP, to set
these three PP/ 1.1 READ-ONLY Printer Description attributes, since
they are READ-ONLY and MJUST have consistent values at all tines.
Note: The "printer-xri-supported" (lsetO™ collection) attribute can
be put into a directory schenma that requires a single text string
val ue, such as could be used with SLPv2 [ RFC2608], [RFC2609] or
LDAPv3 [ RFC2251], [RFC2252], [RFC2926], by using suitable delimting
characters to separate nmenber attributes of the collection and/or
term nating collection val ues.

The menber attributes of the "printer-xri-supported" (1lsetCf
collection) are given in Table 3.

Table 3 - Menber attributes of "printer-xri-supported" (lsetCf
col l ection)

Menmber attribute client Printer
MUST MUST
suppl y support

Xri-uri (uri) yes yes

Xri-authentication (type2 keyword) yes yes

Xri-security (type2 keyword) yes yes

O her than the uniqueness and the cardinality requirenents, the
semantics of these three menber attributes is given in [ RFC2911]
sections 4.4.1, 4.4.2, and 4.4.3, respectively.

A client can query the current values using the Get-Printer-
Attributes operation by supplying either:

1. the three IPP/1.1 attribute nanes: "printer-uri-supported", "uri-
aut henti cati on-supported”, "uri-security-supported" and getting
back the parallel values OR

2. the single attribute nane: "printer-xri-supported" and getting
back the 1setO™ collection which contains the same information
semantically, but in a different form

A client can query what nenber attribute val ues can be set by

supplying the three attribute nanes: "xri-uri-scheme-supported”
"xri-authentication-supported", and "xri-security-supported” in a
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Get - Printer-Supported-Val ues request and getting back the uri Scheme
and type2 keyword val ues that can be set. Since the "printer-xri-
supported", "uri-authentication-supported", and "uri-security-
supported" attributes are READ-ONLY, they are not queriable with the
Get - Printer-Supported-Val ues operation (see section 4.3). See Table
16.

For exanpl e:

"printer-xri-supported =

{ "xri-uri" = ipp://abc.confpl
"Xri-authentication" = basic
"xri-security" =tls

}1

{ "xri-uri" = ipp://abc.conp2
"xri-authentication" = digest
"Xri-security" =tls

}!

{ "xri-uri" = ipp://abc.con p3
"xri-authentication" = none
"Xri-security" = none

}

woul d cause the Printer to set the three corresponding | PP/1.1 READ
ONLY attributes, each with three parallel values as follows:

"printer-uri-supported" = { ipp://abc.com pl, ipp://abc.com p2,
i pp://abc.com p3 }

"uri-authentication-supported" = { basic, digest, none }

"uri-security-supported" = { tls, tls, none }

6.7 xri-uri-scheme-supported (lsetOf uri Schene)

This OPTIONAL READ- ONLY Printer Description attribute identifies the
URI schenes that the inplenentation supports for use in the
"printer-uri-supported" (lsetO™f uri) Printer Description attribute
(see [ RFC2911] section 4.4.1) and the "xri-uri" menber attribute of
the "printer-xri-supported" (lsetOf collection) Printer Description
attribute (see section 6.6).

A Printer MJST support this attribute if it supports the setting of

the "printer-xri-supported" (1lsetOX collection) with the Set-
Printer-Attributes operation.
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6.8 xri-authentication-supported (1setOf type2 keyword)

This OPTI ONAL READ- ONLY Printer Description attribute identifies the
Cient Authentication nechanisns that the inplenmentation supports for
use in the "uri-authentication-supported” (1lsetOf type2 keyword)
Printer Description attribute (see [RFC2911], section 4.4.2) and the
"xri-authentication" nenber attribute of the "printer-xri-supported"
(1setX collection) Printer Description attribute (see section 6.6).

A Printer MJST support this attribute if it supports setting the
"printer-xri-supported” (lsetOf collection) with the Set-Printer-
Attributes operation.

6.9 xri-security-supported (1lsetOf type2 keyword)

This OPTI ONAL READ- ONLY Printer Description attribute identifies the
URI schenes that the inplenentation supports for use in the "uri-
security-supported" (1setOF type2 keyword) Printer Description
attribute (see [RFC2911], section 4.4.3) and the "xri-security"
menber attribute of the "printer-xri-supported" (lsetOf collection)
Printer Description attribute (see section 6.6).

A Printer MJST support this attribute if it supports setting the
"printer-xri-supported” (lsetO™f collection) with the Set-Printer-
Attributes operation.

7 Additional status codes

This section defines new status codes used by the operations defined
in this docunent.

7.1 client-error-attributes-not-settable (0x0413)

The Set-Printer-Attributes or Set-Job-Attributes operation failed
because one or nore of the specified attributes cannot be set, either
because the attribute is defined to be READ-ONLY or the attribute is
not settable in this inplenmentation (see sections 4.1.3 and 4. 2. 3).
The Printer MJUST return this error code and the attribute keyword
nane(s) and the 'not-settable’ out-of-band value (see section 8.1) in
the Unsupported Attributes Goup (see [RFC2911], section 3.1.7) for
all of the attributes that could not be set. Wen the Printer
returns this status, it MJST NOT change any of the attributes
supplied in the operation.
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8 Addi tional out-of-band val ues

This section defines additional out-of-band values. As with al

out -of -band values, a client or a Printer MJUST NOT use an out - of - band
val ue unless the definition of the attribute in an operation request
and/ or response explicitly allows such usage. See the beginning of

[ RFC2911], section 4. 1.

8.1 'not-settable’ out-of-band val ue

The ’not-settable’ out-of-band attribute value is returned by the I PP
Printer in the Unsupported Attributes group of a response to indicate
that the attribute supplied by the client in the request is READ-ONLY
by definition or is not settable in this inplenmentation

The 'not-settable’ out-of-band attribute value is defined for use
with the Set-Job-Attributes and Set-Printer-Attributes responses
only. If a future additional "set" operation allows the 'not-
settabl e’ out-of-band value, its definition docunment MJST indicate
such use explicitly, including with which attributes.

An | PP object MJST support the 'not-settable’ out-of-band value in a
Set-Job-Attributes or Set-Printer-Attributes request if it supports
those operations. A client MJST NOT supply the 'not-settable’ out-
of -band value in any request. An | PP object MJST NOT support the
"not-settabl e’ out-of-band value in other operations, unless the
operations’ definition docunent explicitly defines such usage. |If a
Printer receives this out-of-band value in any operation request, the
Printer MUST either (1) reject the entire request and return the
"client-error-bad-request’ status code or (2) ignore the attribute
and return it with the "unsupported’ out-of-band val ue.

See sections 4.1.3 and 4.2.3 in this docunent for an exanple
definition of the usage of the 'not-settable’ out-of-band value in
the Set-Printer-Attributes and Set-Job-Attributes responses.

8.1.1 Encoding of the 'not-settable’ out-of-band attribute val ue

The encoding of the 'not-settable’ out-of-band value is 0x15 (see
[ RFC2910]). The value-length MIST be 0 and the val ue enpty.

8.2 '"delete-attribute’ out-of-band val ue
The 'delete-attribute’ out-of-band attribute value is supplied by the
client in a request to indicate that the Printer is to renove the

supplied attribute and all of its values fromthe target object, if
present.
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The 'delete-attribute’ out-of-band attribute value is defined for use
with the Set-Job-Attributes request only. |If a future additiona
"set" operation allows the 'delete-attribute out-of-band value, its
definition docunment MJST indicate such use explicitly, including with
whi ch attri butes.

An | PP Printer MJUST support the 'delete-attribute out-of-band val ue
if it supports the Set-Job-Attributes operation. A client MJST NOT
supply, and an | PP object MJUST NOT support, the 'delete-attribute’
out - of -band val ue in other operations, unless the operations
definition docunment explicitly defines such usage. For exanple, the
"del ete-attribute’ out-of-band value MUST NOT be used in the Set-
Printer-Attributes operation, where the absence of an attribute from
an | PP object indicates that the attribute is not supported. |If a
Printer receives this out-of-band value in other operation requests,
the Printer MIUST either (1) reject the entire request and return the
"client-error-bad-request’ status code or (2) ignore the attribute
and return it with the "unsupported’ out-of-band val ue.

See section 4.2 in this docunment for the definition of the usage of
the 'delete-attribute’ out-of-band value in the Set-Job-Attributes
request.

8.2.1 Encoding of the 'delete-attribute out-of-band val ue

The encoding of the 'delete-attribute’ out-of-band value is 0x16 (see
[ RFC2910]). The value-length MUST be 0 and the val ue enpty.

8.3 "adm n-define' out-of-band attribute val ue

Section 4.3 defines the Get-Printer-Supported-Val ues response to
contain the values of an "xxx-supported" attribute that are supported
by the inplenentation before any additional values are defined by the
adm nistrator. The ’'adm n-define’ out-of-band attribute value is
returned as an additional value of an "xxx-supported" attribute in a
Get - Printer-Supported-Val ues response to indicate that the

i mpl enent ati on supports allowi ng an adm nistrator to define
additional arbitrary 'name’ values for that "xxx-supported"

attribute.

For exanple, if the "nedia-supported” (lsetO (type3 keyword | nane))
attribute contains this value, then the Printer MIUST pernit an

admi nistrator to add new nmedia nanes to the Printer’s "media-
supported" attribute. In order for an adm nistrator to add new
values to a Printer’s "xxx-supported" attribute, the client supplies
the existing and new values in a Set-Printer-Attributes request for
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that attribute. The client MJST supply any such adm nistratively
defined values in the Set-Printer-Attributes request, using the
"nane’ attribute syntax.

The ' adm n-define’ out-of-band attribute value is defined for use
with the Get-Printer-Supported-Val ues response only. A Printer MJST
NOT return the 'adm n-define’ out-of-band value in a Get-Printer-
Attributes response, since such a response indicates what an end-user
client can supply in a Job Creation operation. |If a future
additional "get" operation allows the 'adni n-define’ out-of-band
value, its definition document MJST indicate such use explicitly,
including with which attributes.

An | PP Printer MJUST support the 'adm n-define’ out-of-band value, if
it supports a client setting arbitrary 'nanme’ val ues of an "xxx-
supported" Printer attribute using the Set-Printer-Attributes
operation. A client MUST NOT supply the ’adm n-define out-of-band
value in any request. An |PP object MJUST NOT support the ’adnin-
define’ out-of-band value in other operations, unless the operations
definition docunment explicitly defines such usage. |If a Printer
receives this out-of-band value in any operation request, the Printer
MUST either (1) reject the entire request and return the ’client-
error-bad-request’ status code or (2) ignore the attribute and return
it with the 'unsupported out-of-band val ue.

Thi s docunent defines that the 'adnin-define out-of-band value MJST
be used only with "xxx-supported" attributes that are defined to

i nclude the 'nane’ attribute syntax. This out-of-band value is not
intended to be used with "xxx-supported" attributes of other
attribute syntaxes, such as 'uri’, even though the adm nistrator
defines arbitrary values for such attributes. |f other docunents
extend the use of the 'admin-define’ out-of-band value to other
attribute syntaxes, such a docunment MJST define such use explicitly,
including with which attributes.

See section 4.3 in this docunent for an exanple definition of the
usage of the ’'admin-define’ out-of-band attribute value in any "xxx-
supported" attribute returned in a Get-Printer-Supported-Val ues
response that is defined to include the 'nane’ attribute syntax.

8.3.1 Encodi ng of the ’adni n-define’ out-of-band attribute val ue

The encodi ng of the 'admin-define out-of-band attribute value is
0x17 (see [RFC2910]). The value-length MJUST be 0 and the val ue

enpty.
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9 New Val ues for Existing Printer Description Attributes

This section contains those attributes for which additional val ues
are added.

9.1 operations-supported (1lsetOf type2 enum

The followi ng "operation-id" values are added in order to support the
new operations defined in this docunent:

Table 4 - Operation-id assignnents

Val ue Qperati on Nane

0x0013 Set-Printer-Attributes
0x0014 Set-Job-Attributes

0x0015 Get - Printer-Support ed- Val ues

10 Conformance Requirenents

This section specifies the conformance requirements for clients and
| PP obj ects.

Both the Set-Job-Attributes and the Set-Printer-Attributes operations
defined in the document are OPTIONAL for an | PP object to support.
Ei t her one MAY be supported without the other or both MAY be
supported. However, if the Set-Printer-Attributes operation is
supported, then the Get-Printer-Supported-Val ues operati on MUST be
supported if any "xxx-supported" attributes are settable. O herw se,
the Get-Printer-Supported-Val ues operation is OPTIONAL for an | PP
Printer to support.

If the Set-Printer-Attributes operation is supported, then the
Printer MUST support the follow ng additional itens:

1. the Get-Printer-Supported-Val ues operation (see section 5), if
any "xxx-supported" attributes are settable.

2. the "printer-settable-attributes-supported” Printer Description
attribute (see section 6.1).

3. the '"not-settable’ out-of-band value in responses (see section
8.1).

4. the '"client-error-not-settable’ status code (see section 7.1).
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5. if the "printer-nessage-fromoperator" Printer Description
attribute is supported (see [ RFC2911], section 4.4.25), then it
MJUST be settable.

6. the Get-Printer-Supported-Val ues operation (see section 4.3),
i f any "xxx-supported" attributes are settable.

7. If aclient can set a value with the 'nane’ attribute syntax
for one or nore "xxx-supported" attributes, then the 'adnin-
define’ out-of-band attribute value (see section 8.3) MJIST be
supported in the Get-Printer-Supported-Val ues response for each
such settable attribute (see section 4.3)

If the Set-Job-Attributes operation is supported, then the Printer
MUST support the follow ng additional itens:

1. the "job-settable-attributes-supported” Printer Description
attribute (see section 6.2).

2. the '"not-settable’ out-of-band value in responses (see section
8.1).

3. the "delete-attribute’ out-of-band value in requests (see
section 8.2).

4. the 'client-error-not-settable’ status code (see section 7.1).

5. if the "job-nmessage-fromoperator” Printer Description
attribute is supported (see [RFC2911], 4.3.16), then it MJST be
settabl e.

It is OPTIONAL for the Printer object to support the "printer-
message-tine" (integer) and "printer-nessage-date-tinme" (dateTine)
Printer Description attributes. |f both the "printer-nmessage-tine"
(integer) and the "printer-current-tinme" (dateTinme) (see [RFC2911],
section 4.4.30) attributes are supported, then the "printer-nessage-
date-tinme" (dateTine) Printer Description attribute MJST be

support ed.

As with all out-of-band values, a client or a Printer MJUST NOT use an

out - of - band val ue, unless the definition document for the attribute
in an operation request and/or response explicitly allows such usage.
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11

11.

11.

| ANA Consi der ati ons

This section contains registration information for 1ANA to add to the
various | PP Registries according to the procedures defined in RFC
2911 [RFC2911], section 6. The resulting registrations will be
published in the http://ww.iana. org/assi gnnents/ipp-registrations
registry.

1 Operation Registrations
The following table lists all of the operations defined in this

docunent. These are to be registered according to the procedures
defined in RFC 2911 [ RFC2911], section 6. 4.

Oper ati ons: Ref . Secti on:
Set-Printer-Attributes RFC 3380 4.1
Set - Job- Attri butes RFC 3380 4.2
Get - Printer-Support ed- Val ues RFC 3380 4.3

2 Additional Enum Attribute Value Registrations for the
"operations-supported" Printer Attribute

The following table lists all the new enum attribute val ues defi ned
in this docunent as additional type2 enumvalues for use with the
"operations-supported” Printer Description attribute. These are to
be registered according to the procedures defined in RFC 2911 [ RFC
2911], section 6.1.

Enum Attri bute Val ues: Val ue Ref . Secti on:
Set-Printer-Attributes 0x0013 RFC 3380 4
Set -Job-Attri butes 0x0014 RFC 3380 4
CGet - Printer-Support ed- Val ues 0x0015 RFC 3380 4
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11.3 Keyword attribute value registrations

The following table lists all of the attributes defined in this
standard whi ch have keywords val ues defi ned:

printer-settable-attributes-supported (1lsetOf type2 keyword)
RFC 3380 6.1
none RFC 3380 6.1
<Any other Printer attribute keyword name>
j ob-settabl e-attributes-supported (1setOf type2 keyword)
RFC 3380 6.2
none RFC 3380 6.2
<Any ot her Job attribute keyword nane>
document - format -varyi ng-attributes (1setOf type2 keyword)

RFC 3380 6.3
none
<Any Printer attribute keyword nane>
Xri-security-supported (1lsetOf type2 keyword) RFC 3380 6.9
none RFC 2911 4.4.3
ssl 3 RFC 2911 4.4.3
tls’ RFC 2911 4.4.3
Xri-authentication-supported (1lsetOf type2 keyword)
none RFC 2911 4.4.2
requesti ng-user - name RFC 2911 4.4.2
basi c RFC 2911 4.4.2
di gest RFC 2911 4.4.2
certificate RFC 2911 4.4.2
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11.4 Attribute Registrations

The following table lists all of the attributes defined in this
docunent. These are to be registered according to the procedures in
RFC 2911 [ RFC2911], section 6. 2.

Qperation attributes: Ref . Section
printer-message-fromoperator (text(127)) RFC 3380 5.1
j ob- message-from operator (text(127)) RFC 3380 5.2
Printer Description attributes: Ref . Section
printer-settable-attributes-supported (1lsetOf type2 keyword)
RFC 3380 6.1
j ob-settabl e-attributes-supported (1setO type2 keyword)
RFC 3380 6.2
docunent - format -varying-attri butes (lsetOf type2 keyword)
RFC 3380 6.3
printer-nmessage-tinme (integer(M N MAX)) RFC 3380 6.4
printer-message-date-tine (dateTine) RFC 3380 6.5
printer-xri-supported (1lsetOf collection) RFC 3380 6.6
Xri-uri (uri) RFC 3380 6.6
Xri-authentication (type2 keyword) RFC 3380 6.6
Xri-security (type2 keyword) RFC 3380 6.6
Xri-uri-schenme-supported (1setX uri Schene) RFC 3380 6.7
Xri-authentication-supported (1lsetOf type2 keyword) 6.8
Xri-security-supported (lsetOf type2 keyword) RFC 3380 6.9

11.5 Status code Regi strations

The following table lists the status code defined in this docunent.
This is to be registered according to the procedures in RFC 2911
[ RFC2911], section 6.6.

St at us codes: Ref . Section
client-error-attributes-not-settable (0x0413) RFC 3380 7.1

11.6 Qut-of-band Attribute Val ue Registrations
The following table lists all of the out-of-band attribute val ues

defined in this docunent. These are to be registered according to
the procedures in RFC 2911 [ RFC2911] section 6.7.

Val ue: Qut -of -band Attri bute val ue nane: Ref . Section

0x15 not -settabl e RFC 3380 8.1
0x16 del ete-attribute RFC 3380 8.2
0x17 adm n-defi ne RFC 3380 8.3
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12

13

I nternationalization Considerations
Thi s docunent has the sane |ocalization considerations as [ RFC2911].
Security Considerations

The | PP Mbdel and Semantics docunent ([RFC2911], section 8) discusses
high |l evel security requirenents (Cient Authentication, Server

Aut henti cation and Operation Privacy). Cient Authentication is the
mechani sm by which the client proves its identity to the server in a
secure manner. Server Authentication is the mechani smby which the
server proves its identity to the client in a secure nmanner

Qperation Privacy is defined as a nechanismfor protecting operations
from eavesdr oppi ng.

In addition, the introduction of the Set-Printer-Attributes and Set-

Job- Attributes operations creates another security threat, since the

client is able to nodify the Printer and Job attributes stored in the
Printer. Such nodifications could |lead to denial of service.

A malicious user could alter the policy established by the system
adm nistrator and stored in the Printer attributes. Such alteration
could either grant access to nore resources or deny access to
resources that the system adm nistrator has established. For
exanpl e, the nalicious user could renove all of the docunent-fornat
val ues fromthe "docunent-fornmat-supported"” Printer attribute so that
the Printer would refuse to accept all jobs.

The general renmedy for such malicious user actions against Printer
attributes is to have strong Cient Authentication coupled with
Printer access control, to linmt the users who have System
Admi ni strator or Qperator privileges.

A malicious user could nodify the Job Tenplate attributes of another
user’s Job, such as the "copies" attribute. For exanple, setting the
nunber of copies to a | arge nunber.

The general remedy for such malicious user actions agai nst another
user’'s job is to have strong Cient Authentication coupled with
Printer access control to limt the users who have System

Adm ni strator or Operator privileges who can nodify any job and, in
addition, store the Client Authentication with each Job so that only
the job owner End User can nodify his/her own job.
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A: Allowed Values for Set-Printer-Attributes and
Set-Job-Attributes requests (Normative)

This appendix is a normative part of this document and contains a

tabl e

The al

1

Hast i ngs,

of all IPP/1.1 attri butes. Each row cont ai ns:
an attribute and

the values allowed in the Set-Printer-Attributes or Set-Job-
Attributes request for the attribute. The entry in each cel

is the name (first few words) of each itembelow 1, 2, 3, 4a-g,
and 5.

| owed val ues include the follow ng cases:

READ- ONLY: the Set-Printer-Attributes or Set-Job-Attributes
operation MJST NOT change this attribute and MJST reject the
entire operation (see section 7.1).

Any of "xxx-supported": the Set-Printer-Attributes or Set-
Job- Attributes operation accepts values that are all owed
according to the IPP/1.1 rules for validating the value(s) of
an "xxx" Printer or Job attribute against the value(s) of the
correspondi ng "xxx-supported" Printer attribute. Table 5
summari zes those validation rul es depending on each attribute
syntax and val ue of an "xxx" attribute supplied in the request
and that of the correspondi ng "xxx-supported" Printer
attribute. The "xxx-supported" attribute syntax type and

val ue(s) are obtained froma Get-Printer-Supported-Val ues
response (see the tables in this Appendix).
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Table 5 - Validation rules for "Any of "xxx-supported"

Type of "xxx
val ue to be
set

i nteger

any

any

Type of "xxx-
supported" val ue

range | nt eger

uri Schene

bool ean

sane type

Val i dates if:

each value is in one of the
"XXx-supported" ranges

each uri schene natches one
of the "xxx-supported"
schenes

i f the bool ean "xxx-
supported" is 'true’

each val ue nmatches an "xxx-
supported" value of the same

type

For additional non-normative explanatory information see section
3.1.2.3 of the "Internet Printing Protocol/1.1: Inplenmenter’s Gui

[ RFC3196] .

3. From Get-Printer-Supported-Values: the Set-Printer-Attribu
operation accepts values that are all owed according to the
IPP/1.1 rules for validating the value(s) of an "xxx" Print
attribute agai nst the value(s) of the correspondi ng "xxx-

support ed”

Printer attribute.

Table 6 summuari zes those

2002

de"

tes

er

val idation rul es depending on each attribute syntax and val ue
of an "xxx" attribute supplied in the request and that of the

correspondi ng "xxx-supported"

Printer attribute. The "Xxxx-

supported" attribute syntax type and attribute value(s) are
obtained froma GCet-Printer-Supported-Val ues response (see
Appendi x B: Attributes returned from Get-Printer-Supported-
Val ues bel ow) .

Hastings, et. al.
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Table 6 - Validation rules for 'From Get-Printer-Supported-Val ues

Type of
"

val ue to
be set

i nteger

any

nane

any

For addition

a

supported" val ue

Type of "Xxxx

range | nt eger

uri Schene

bool ean

"adm n-defi ne’
out - of - band
val ue

sane type

Val i dates if:

each '"integer’ value is in one of
t he "xxx-supported" ranges

the uri schenme of each val ue
mat ches one of the "xxx-supported"
schenes

i f the bool ean "xxx-supported" is
"true’

any 'nane’ val ue nmatches

each val ue nmatches an "xxx-
supported" value of the sane type

non-nornmati ve explanatory informati on see section

3.1.2.3 of the "Internet Printing Protocol/1.1: Inplenenter’s Guide"

[ RFC3196] .

4. Any value of the proper attribute syntax: the Set-Printer-
Attributes or Set-Job-Attributes operation accepts any val ue of
the specified attribute syntax. The attribute syntaxes

are enunerated bel ow.

suppor

@TPooo

ted

text (127)
nane(127)

uri

bool ean
positive integer
dat eTi ne

1set OF any uri

5. Conbi nation of "Any of "xxx-supported"' or 'Any nane’. |If a
Printer inplenmentation doesn't want to all ow setting val ues

indicated in this Appendi x as "any xxx",

be not-settabl e.

Hastings, et. a

St andards Track

it can nake the val ue
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Table 7 - Values allowed for Job Tenplate Attributes in the

Set-Job-Attributes Operation

Job Tenplate Attributes

job-priority (integer(1:100))

job-hol d-until (type3 keyword | name (MAX))

j ob-sheets (type3 keyword | nane( MAX))

mul ti pl e-docunent - handl i ng (type2 keyword)

copi es (integer(1: MAX))

finishings (1lsetOf type2 enum

page-ranges (lsetOf rangeOfl nteger (1:MAX))

sides (type2 keyword)

nunber -up (i nteger(1: MAX))

orientation-requested (type2 enum

medi a (type3 keyword | nane( MAX))

printer-resolution (resolution)

print-quality (type2 enum

Hastings, et. al. St andards Track

Val ues al |l owed for
Set

Any of "xxx-
support ed"

Any of "xxx-
support ed”

Any of "xxx-
support ed"

Any of "xxx-
support ed”

Any of "xxx-
support ed"

Any of "xxx-
support ed"”

Any of "xxx-
support ed"

Any of "xxx-
support ed"”

Any of "xxx-
support ed"

Any of "xxx-
support ed”

Any of "xxx-
support ed"

Any of "xxx-
support ed”

Any of "xxx-
support ed"
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Table 8 - Values allowed for Job Description Attributes in the

Set-Job-Attri butes Operation

Job Description Attributes

job-uri (uri)

job-id (integer(1l: MAX))
job-printer-uri (uri)

j ob-nore-info (uri)

j ob- narme (nane( MAX))

j ob-origi nati ng-user-nane (name(MAX))

job-state (typel enum

j ob-state-reasons (1lsetOf type2 keyword)

j ob- st at e- nessage (text(MAX))

j ob-det ai | ed- st at us- nessages (1lset
t ext (MAX))

j ob-docunent - access-errors (lsetOf

t ext (MAX))
nunber - of - docunents (i nteger (0: MAX))

out put - devi ce- assi gned (nane(127))
time-at-creation (integer(M N MAX))
time-at-processing (integer(MN MAX))
time-at-conpleted (integer(M N MAX))
job-printer-up-time (integer(1l: MAX))

date-tinme-at-creation (dateTine)

St andards Track

Val ues al |l owed for

Set

READ- ONLY
READ- ONLY
READ- ONLY

READ- ONLY

Any nane( MAX)

READ- ONLY
READ- ONLY
READ- ONLY
READ- ONLY

READ- ONLY

READ- ONLY

READ- ONLY
READ- ONLY
READ- ONLY
READ- ONLY
READ- ONLY
READ- ONLY

READ- ONLY
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Job Description Attributes

dat e-ti me-at - processi ng (dateTine)

date-time-at-conpl eted (dateTi ne)

nunber - of -i nt erveni ng-j obs (i nteger (0: MAX))

j ob- nessage-from operator (text(127))

j ob-k-octets (integer(0: MAX))

j ob-i npressions (integer(0: MAX))

j ob- nedi a- sheets (i nteger(0: MAX))

j ob-k-octets-processed (integer(0: MAX))
j ob-i npressi ons-conpl eted (i nteger(0: MAX))

j ob- medi a- sheet s- conpl eted (integer(0: MAX))

attributes-charset (charset)

attribut es-natural -1 anguage

(nat ural Language)

Table 9 -

Val ues al |l owed for

Printer Job Tenplate Attributes

job-priority-default (integer(1:100))

j ob-hol d-until-default (type3 keyword |

(MAX))

j ob-sheets-default (type3 keyword |

nmul ti pl e-docunent - handl i ng-default (type2
keywor d)

copi es-default (integer(1:MAX))

Hast i ngs,

et.

al .

St andards Track

Val ues al |l owed for
Set

READ- ONLY
READ- ONLY
READ- ONLY
Any text(127)
READ- ONLY
READ- ONLY
READ- ONLY
READ- ONLY
READ- ONLY
READ- ONLY
READ- ONLY

READ- ONLY

Printer Job Tenplate Attributes in
the Set-Printer-Attributes Operation

Val ues al | owed
for Set

Any of "xxx-
support ed"

Any of "xxx-
support ed"

nane( MAX)) Any of "xxx-

support ed"

Any of "xxx-
support ed"

Any of "xxx-
support ed"
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Printer Job Tenplate Attributes Val ues al | owed
for Set
finishings-default (1lsetOf type2 enum Any of "xxx-
support ed”
sides-default (type2 keyword) Any of "xxx-
support ed"
nunber - up-default (integer(1: MAX)) Any of "xxx-
support ed”
orientation-requested-default (type2 enum Any of "xxx-
support ed"
medi a-default (type3 keyword | nane( MAX)) Any of "xxx-
support ed”
printer-resol ution-default (resolution) Any of "xxx-
support ed"
print-quality-default (type2 enum Any of "xxx-
support ed"”
job-priority-supported (integer(1:100)) From Get -
Printer-

Support ed- Val ues

j ob-hol d-until-supported (1lsetOf (type3 keyword From Get-

| nane (MAX))) Printer-
Support ed- Val ues

j ob-sheet s-supported (1lsetOf (type3 keyword | From Cet -

nane( MAX) )) Printer-
Support ed- Val ues

mul ti pl e-docunent - handl i ng- supported (1set From Get -

type2 keyword) Printer-
Support ed- Val ues

copi es-supported (ranged | nteger(1l: MAX)) From Cet -
Printer-

Support ed- Val ues
fini shings-supported (lsetOf type2 enum From Get -

Printer-
Support ed- Val ues
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Printer Job Tenplate Attributes

page-r anges- supported (bool ean)

si des-supported (lsetOf type2 keyword)

nunmber - up- supported (1setO (integer(1: MAX) |
rangeX | nt eger (1: MAX)))

orientation-requested-supported (lsetOf type2

enum

medi a- supported (1lsetO™f (type3 keyword |
nane( MAX) ))

printer-resol ution-supported (1lsetO™
resol ution)

print-quality-supported (lsetOf type2 enum

medi a-ready (type3 keyword | name( MAX))

Hastings, et. al. St andards Track

Sept enber 2002

Val ues al | owed
for Set

From Cet -
Printer-
Support ed- Val ues

From Get -
Printer-
Support ed- Val ues

From Cet -
Printer-
Support ed- Val ues

From Cet -
Printer-
Support ed- Val ues

From Get -
Printer-
Support ed- Val ues

From Cet -
Printer-
Support ed- Val ues

From Cet -
Printer-
Support ed- Val ues

From Get -

Printer-
Support ed- Val ues
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Description Attributes in

Table 10 - Values allowed for Printer
the Set-Printer-Attributes Operation
Printer Description Attributes

printer-uri-supported (lsetOf wuri)

uri-authentication-supported (lsetO™f type2
keywor d)

uri-security-supported (1lsetOf type2
keywor d)

printer-xri-supported (1lsetOf collection)
nmenber attributes:

(uri)

Xri-uri

Xri-authentication (type2 keyword)

Xri-security (type2 keyword)

Xri-uri-schenme-supported (1lsetX uri Schene)

Xri-authentication-supported (1lsetOf type2
keywor d)

Xri-security-supported (lsetOf type2
keywor d)

St andards Track

Val ues al |l owed for

Set
READ- ONLY

READ- ONLY

READ- ONLY

any uri Schene of
"Xri-uri-schene-
supported" from
Get-Printer-
Attributes

any keyword of
"Xri -

aut henti cati on-
supported" from
Get-Printer-
Attributes

any keyword of
"Xri-security-
supported" from
Cet-Printer-
Attributes

READ- ONLY

READ- ONLY

READ- ONLY
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Printer Description Attributes

printer-nane (name(127))
printer-location (text(127))
printer-info (text(127))
printer-more-info (uri)
printer-driver-installer (uri)
printer-make-and- nodel (text(127))
printer-nore-info-mnufacturer (uri)
printer-state (typel enum

printer-state-reasons (lsetOf type2
keywor d)

printer-state-nmessage (text(MAX))

i pp-versions-supported (1lsetOf type2
keywor d)

operations-supported (1lsetOf type2 enun

mul ti pl e- docunent - j obs- supported (bool ean)

charset-configured (charset)

charset-supported (1lsetOf charset)

Hastings, et. al. St andards Track

Val ues al |l owed for
Set

Any nane(127)
Any text(127)
Any text(127)
Any uri

Any uri

Any text(127)
Any uri

READ- ONLY

READ- ONLY

READ- ONLY

From Get-Printer-
Support ed- Val ues

From Get-Printer-
Support ed- Val ues

From Get-Printer-
Support ed- Val ues

Any of "xxx-
supported", use
"char set - support ed"

From Get-Printer-
Support ed- Val ues
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Printer Description Attributes

nat ur al - | anguage- confi gured
(nat ur al Language)

gener at ed- nat ur al -1 anguage- support ed
(1set O natural Language)

docunent - f or mat -def ault (m neMedi aType)
docunent - f or mat - supported (lsetOf

m neMedi aType)

printer-is-accepting-jobs (bool ean)
gueued- j ob- count (i nteger (0: MAX))
printer-message-fromoperator (text(127))
col or - supported (bool ean)

ref erence-uri-schenes-supported (lsetf
uri Schene)

pdl - overri de-supported (type2 keyword)

printer-up-time (integer(1: MAX))
printer-current-tine (dateTine)

mul ti pl e- operation-time-out
(i nteger(1: MAX))

conpressi on-supported (1lsetOf type3
keywor d)

j ob-k-octets-supported
(rangeC | nt eger (0: MAX))

St andards Track

| PP: Job and Printer Set Operations

Val ues al |l owed for
Set

Any of "xxx-
supported", use
"gener at ed- natura

Sept enber 2002

| anguage- support ed"

From Get-Printer-
Support ed- Val ues

Any of "Xxxx-
support ed"

From Get-Printer-
Support ed- Val ues

READ- ONLY
READ- ONLY
Any text(127)

From Get-Printer-
Support ed- Val ues

From Get-Printer-
Support ed- Val ues

From Get-Printer-
Support ed- Val ues

READ- ONLY
Any dateTinme **

any positive
i nt eger

From Get-Printer-
Support ed- Val ues

From Get-Printer-
Support ed- Val ues
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Printer Description Attributes Val ues al | owed for
Set

j ob-i npressi ons-supported From Get-Printer-
(rangeO I nt eger (0: MAX)) Support ed- Val ues
j ob- nedi a- sheet s- support ed From Get-Printer-
(ranged | nt eger (0: MAX)) Support ed- Val ues
pages-per-ninute (integer(0: MAX)) READ- ONLY

pages- per - ni nut e- col or (i nteger (0: MAX)) READ- ONLY
printer-settable-attributes-supported From Get-Printer-
(1set X type2 keyword) Support ed- Val ues
j ob-settabl e-attributes-supported (1lsetO From Get-Printer-
type2 keyword) Support ed- Val ues

docunent - f or mat - varyi ng-attri butes (1lset O READ- ONLY
type2 keyword)

printer-message-tinme (integer(M N MAX)) READ- ONLY
printer-nmessage-date-tine(dateTi ne) READ- ONLY

** - The "printer-current-tinme" (dateTinme) attribute is settable in
order to allow an adninistrator to correct an incorrect dateTine or
time zone.

Appendi x B: Attributes returned from Get-Printer-Supported-Val ues
(Normati ve)

This Appendix is a normative part of this document and lists all the
attributes that are possible for an inplementation to return in a
Get - Printer-Supported-Val ues response, i.e., all the "xxx-supported"
attributes that can be supplied in a Set-Printer-Attributes request.
READ- ONLY attributes MJUST NOT be returned in a Get-Printer-
Support ed- Val ues response and are indicated in the tables as "READ
ONLY - MJST NOT be returned.”

For the following attributes, the value allowed by the Set-Printer-
Attributes operation MIST be a single integer value in the range
specified by the value returned by the Get-Printer-Supported- Val ues
operati on.
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Table 11 - Printer Job Tenplate Attributes returned from
CGet - Printer-Support ed- Val ues

Printer Job Tenplate Attributes Val ues Ret urned
job-priority-supported (integer(1:100)) rangeX | nt eger (1: 100)

For the following attributes, the value allowed by the Set-Printer-
Attributes operation MIST be a single rangeX | nteger val ue whose
bounds do not exceed those of the range specified by the val ue
returned by the Get-Printer-Supported-Val ues operation.

Table 12 - Printer Job Tenplate Attributes returned from
Get - Printer-Support ed- Val ues

Printer Job Tenplate Attributes Val ues Ret urned
copi es-supported (rangeXd | nteger(1l: MAX)) rangeX | nt eger (1: MAX)

The following table has the same criteria as the last, but is for
Printer Description attributes.

Table 13 - Printer Description Attributes returned from
Get - Printer-Support ed- Val ues

Printer Description Attributes Val ues al |l oned for Set

j ob-k-octets-supported rangeX | nt eger (0: MAX)
(rangeO I nt eger (0: MAX))

j ob-i npressi ons-supported
(ranged | nt eger (0: MAX)) rangeO | nt eger (0: MAX)

j ob- nedi a- sheet s- support ed rangeX | nt eger (0: MAX)
(rangeO I nt eger (0: MAX))

For the following attributes, the value allowed by the Set-Printer-
Attributes operation MIST be one or nore integers and rangeO | nt eger
val ues, such that the integer values described by these integers and
rangeOInteger is the same as or a subset of the integers described
by the integers and rangeOf Integer of values returned by the Get-
Pri nt er - Support ed- Val ues operati on.
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Table 14 - Printer Job Tenplate Attributes returned from
CGet - Printer-Support ed- Val ues

Printer Job Tenplate Attributes Val ues Ret urned

nunber - up- supported (1lsetOf (integer(1l: MAX) 1setCO

| rangeCf | nteger(1: MAX))) (integer(1: MAX) |
rangeX I nteger (1: MA
X))

For the following attributes, the value allowed by the Set-Printer-
Attributes operation MIST be one or nore val ues, where each such

val ue natches a value returned by the Get-Printer-Supported-Val ues
operation. A keyword, enum bool ean, charset, natural Language,

uri Schene, ni meMedi aType or resolution value matches if it is equal.
For Job Tenplate attributes, with the attribute syntax 'type3 keyword
| nanme’, any 'nanme’ attribute syntax val ue matches the ’adm n-define’
out -of -band value, if the inplenmentation allows the adninistrator to
set any name values for the attribute.

Table 15 - Printer Job Tenplate Attributes returned from
CGet - Pri nt er - Support ed- Val ues

Printer Job Tenplate Attributes Val ues Returned

j ob-hol d-until-supported (1lsetOf (type3 lsetOf (type3

keyword | nane (MAX))) keyword | 'adnin-
define’)

j ob-sheet s-supported (1setOf (type3 keyword lsetOf (type3

| name(MAX))) keyword | ' adnin-
define’)

mul ti pl e- docunent - handl i ng- support ed lset OF type2

(1setOF type2 keyword) keywor d

fini shings-supported (lsetOf type2 enun) lset OF type2 enum

page- r anges- supported (bool ean) 1set Of bool ean **

si des-supported (1lsetOf type2 keyword) lset OF type2
keywor d

orientation-requested-supported (lsetf lset OF type2 enum

type2 enun
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Printer Job Tenplate Attributes
medi a- supported (1lsetOf (type3 keyword |
nane( MAX) ))

printer-resol ution-supported (1lsetO™
resol ution)

print-quality-supported (lsetOf type2 enum

Not e:

The following table has the same criteria as the last, but

| PP: Job and Printer Set Operations

Sept enber 2002

Val ues Ret ur ned

lsetOf (type3

keyword | 'adnin-
define’)
1lsetf resol ution

lset OF type2 enum

the Get-Printer-Supported-Values returns a '1set bool ean’
possi bl e values are indicated, while ** Get-Printer-

Attributes returns only a single 'boolean val ue.

is for

Val ues al l owed for

Printer Description attributes.
Table 16 - Printer Description Attributes returned from
Get - Printer-Support ed- Val ues
Printer Description Attributes

printer-uri-supported (lsetOf wuri)
uri-authentication-supported (1lsetO™f type2
keywor d)

uri-security-supported (1lsetOf type2
keywor d)

printer-xri-supported (1lsetOf collection)

Xri-uri-scheme-supported (1lsetO uri Schene)

Xri-authentication-supported (1lsetOf type2
keywor d)

Xri-security-supported (lsetOf type2
keywor d)

St andards Track

Set

READ- ONLY - MUJST
NOT be returned

READ- ONLY - MJST
NOT be returned

READ- ONLY - MUJST
NOT be returned

MJUST NOT be
returned; see next
three attributes
returned with Get-
Printer-Attri butes:

READ- ONLY - MJST
NOT be returned

READ- ONLY - MUJST
NOT be returned

READ- ONLY - MJST
NOT be returned
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Printer Description Attributes

i pp-versions-supported (1lsetOf type2
keywor d)

operations-supported (lsetOf type2 enun)

mul ti pl e- docunent - j obs- supported (bool ean)
charset - supported (1lsetOf charset)

gener at ed- nat ur al -1 anguage- support ed
(1set O natural Language)

docunent - f or mat - supported (lsetOf
m neMedi aType)

col or - supported (bool ean)

ref erence-uri-schenes-supported (1lsetOf
uri Schene)

pdl - overri de-supported (type2 keyword)
conpressi on-supported (1lsetOf type3
keywor d)

printer-settable-attributes-supported
(1set O type2 keyword)

j ob-settabl e-attributes-supported (1lset
type2 keyword)

Not e:

val ue.

St andards Track
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Val ues al |l owed for
Set

lset OF type2
keywor d

lset OF type2
keywor d

1set O bool ean **
1set Of charset

lset O
nat ur al Language

lset O
m neMedi aType

1lset O bool ean **
1set O uri Schene
lset OF type2
keyword **

lset OF type3
keywor d

lset OF type2
keywor d

lset OF type2
keywor d

the Get-Printer-Supported-Values returns a '1setO X so
possi bl e values are indicated, while Get-Printer-Attributes
returns only a single ' X
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Appendi x C. Description of the Base | PP Docunents (Informative)
The base set of | PP docunents includes:

Design Goals for an Internet Printing Protocol [RFC2567]
Rationale for the Structure and Mdel and Protocol for the
Internet Printing Protocol [RFC2568]

Internet Printing Protocol/1.1: Mdel and Semantics [ RFC2911]
Internet Printing Protocol/1.1: Encoding and Transport [RFC2910]
Internet Printing Protocol/1.1: Inplenmenter’s Guide [ RFC3196]
Mappi ng between LPD and | PP Protocols [ RFC2569]

The "Design Goals for an Internet Printing Protocol" docunment takes a
broad | ook at distributed printing functionality, and it enunerates
real -life scenarios that help to clarify the features that need to be
included in a printing protocol for the Internet. It identifies
requirenents for three types of users: end users, operators, and

adm nistrators. It calls out a subset of end user requirenents that
are satisfied in IPP/1.0 [ RFC2566, RFC2565]. A few OPTI ONAL oper at or
operations have been added to I PP/ 1.1 [ RFC2911, RFC2910].

The "Rationale for the Structure and Mbdel and Protocol for the
Internet Printing Protocol"” document describes IPP froma high | eve
view, defines a roadmap for the various docunents that formthe suite
of | PP specification docunents, and gives background and rational e
for the | ETF | PP working group’s nmej or deci sions.

The "Internet Printing Protocol/1.1: Mdel and Semantics" docunent
describes a sinplified nodel with abstract objects, their attributes,
and their operations. The nodel introduces a Printer and a Job. The
Job supports nultiple docunents per Job. The nodel docunment al so
addresses how security, internationalization, and directory issues
are addressed.

The "Internet Printing Protocol/1.1: Encoding and Transport"” docunent
is a formal mapping of the abstract operations and attributes defined
in the nodel docunent onto HTTP/ 1.1 [RFC2616]. It also defines the
encoding rules for a new Internet MM nedia type called
"application/ipp". This docunent also defines the rules for
transporting over HTTP, a nmessage body whose Content-Type is
"application/ipp". This docunent defines the 'ipp schene for
identifying IPP printers and jobs.

The "Internet Printing Protocol/1.1: Inplenenter’s Guide" docunent
gives insight and advice to inplenenters of IPP clients and | PP
objects. It is intended to help themunderstand I1PP/1.1 and sone of
the considerations that nmay assist themin the design of their client
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and/ or | PP object inplenentations. For exanple, a typical order of
processing requests is given, including error checking. Mtivation
for some of the specification decisions are al so included.

The "Mappi ng between LPD and | PP Protocol s" docunent gives sone
advice to inplenenters of gateways between |PP and LPD (Line Printer
Daenon) i npl enent ati ons.
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| PP Wb Page: http://ww. pwg. org/ipp/
| PP Mailing List: ipp@wg.org

To subscribe to the ipp mailing list, send the follow ng email:

1) send it to nmj ordono@wg. or g

2) leave the subject line blank

3) put the following two lines in the nessage body:
subscribe ipp
end

I mpl enenters of this specification docunent are encouraged to join
the PP Mailing List in order to participate in any discussions of
clarification issues and review of registration proposals for
additional attributes and values. |In order to reduce spamthe
mailing list rejects mail from non-subscribers, so you nmust subscribe
to the mailing list in order to send a question or conment to the
mailing list.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Hastings, et. al. St andards Track [ Page 59]



